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Introduction



What changed in 2026

2024–25 

was 

“people 

using 

ChatGPT

2026 is “AI 

plugged into 

tools” (email, 

CRM, ticketing, 

docs, finance 

ops).



AI Breaks Old Security Assumptions

OLD WORLD NEW WORLD

Code is the attack surface

Apps follow rules

Testing is periodic

Data becomes the attack surface

Agents can take actions

AI changes continously



The New AI 

Attack Surface

Data

Prompts

Models

Tools

Outputs

Monitoring



The 4 “AI Risk” Triggers

Over-

permissioned 

data

Unlogged 

AI use

Untrusted 

inputs

Unvetted 

vendors and 

connectors



Why This Becomes Board-Level Risk

AI risks 

effects:

Data protection

Operational resilience

Regulatory exposure

Decision quality

Public trust

Accountability



Controls That Actually Work

Visibility

Boundaries

Validation

Monitoring

Governance

know where AI is used

treat outputs as untrusted

assign ownership and review

limit data and tool access

log prompts, tools and outputs



AI Incident Response Will Be Different

Kill

Switch

Rollback

Plan

Prompt

Logs

RAG/

Source

Logs

Model

Version

Tool-Call

History

Clear

Esclation

Path



Three Questions to Leave With

Q1

Where is AI 

already being 

used?

What data 

and tools can 

it access?

Who owns 

the risk when 

AI acts?

Q2 Q3



Start your AI Security journey today
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