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What is the role of the 
Council? (Service 
Catalogue)

Home (localgov.ie)

https://services.localgov.ie/en-ie/Home/intro


Some facts 
about Kildare

Kildare is now the fifth largest 
Local Authority by population

Highest proportion of young 
people from 0 to 24 in the state at 
nearly 37% - that’s 81,000 young 
people  

Second to Meath with only 34% of 
the residents of the county were 
born in Kildare.

Population to increase by 40,000 
by 2040

Population grew by 11% or 25,270 
since the last census in 2016



As of 2022 - an 
overview of 
cyber security 
incident 
management 
across the Local 
Government 
sector

Very strong culture of collaboration among 
the 31 Local Authorities in the areas of IT

No formal processes for dealing IT Cyber 
events

No dedicated cyber security staff – Cyber was 
dealt with in a part-time capacity

No formal communications channels to report 
cyber issues

No groups focused on dealing with Cyber 
issues



The Local 
Government sector 
setup an Information 
Sharing and Analysis 
Centre (ISAC) in 
collaboration with 
IVI, LGMA & NCSC.

An ISAC (Information Sharing and Analysis 
Center) is a collaborative, non-profit 
organization that helps industry members and 
governments securely exchange cyber threat 
intelligence. By sharing real-time data on 
vulnerabilities, incidents, and defensive 
tactics, ISACs allow organizations to 
proactively defend against digital threats and 
protect critical infrastructure.
  (www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors/information-sharing-and-
analysis-centers-isacs) – accessed June 2026
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Mission Statement:

“To improve the cybersecurity and resilience of the 
Irish Local Authority infrastructure through a 
community of stakeholders, trust-based security 
data and proactive information sharing and 
analysis on threats, vulnerabilities, 
incidents, solutions and opportunities, allowing 
its members to take their own effective measures”

STRATEGY AND 
ACTION PLAN

WORKING METHOD

INFORMATION 
STRUCTURE 

AND INFORMATION 
MANAGEMENT

SITUATIONAL 
AWARENESS 

AND LESSONS 
LEARNED

ACTION

ENISA recommended 2021 Dutch 

ISAC competency framework 

Establishment of the Irish Public Sector Information Sharing and 
Analysis Centre in 2022



Established in 
January 2024 
creation of 
Cyber Co-
ordination 
Groups (Cores) 
– the existing 
Local 
Government 
ISAC was 
subsumed into 
the new NCSC 
LG-Core group                          

Source: https://www.ncsc.gov.ie/cyber-core/



As of February 
2026 - an 
overview of 
cyber security 
incident 
management 
across the Local 
Government 
sector

Very strong culture of collaboration continues among the 31 Local 
Authorities in the areas of IT

Formal processes for dealing IT Cyber events – creation of a dedicated 
Central Security Unit in the LGMA.

At least 2 dedicated IT Security staff in each Local Authority (Grade 7 & 
Grade 6)

Signal group setup for LG-Core with a direct link into the NCSC.  ( Daily 
communication between LG-Core and NCSC)

Security Officers group in place comprising technical staff from each 
Local Authority – focusing on cyber operational issues. LG-Core group 
comprising Heads of Information Systems from aech LA, strategic focus



ISAC Milestones (LG-Core)

LGI-ISAC and national steering group 
(DEPR-funded) established in March.
Adopted the 2021 Dutch ISAC 
competency framework.
Built capability towards Level 1 maturity in 
3 out of 5 competencies.
Held seminar featuring ISAC practitioners 
from Europe and the USA.

August 2022

First LGI-ISAC session conducted.
Surveyed the HIS group on information-
sharing preferences.
Workshop held to define cyber information-
sharing models.

February 2023

Collaborating with NCSC 
Attained Level 2 maturity of the Dutch 
ISAC model.
Conducted site visits to Sligo and Cork 
County Councils.
Launched the SIGNAL group.

August 2023

Reached independent funding status.
Running a tabletop exercise for the sector.
Cloud vendor presentations
Completed cloud vendor mapping for the 
LG sector.

February 2024

10 ISAC sessions completed.
Launched sectoral cyber risk 
benchmarking initiative (NIS2-aligned).

April 2025

June 2026

Issues Benchmark survey to each Local 
Authority and collated results which were 
presented to LG-ore
 Each LA getting personalized reports from 
survey
IVI working with LGMA on further analysis of 
result
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